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Happy New Year and here we go 

a g a i n  ð  r e c e s s i o n  f u n !  

IT Acceleration was established in 

2002, at the onset of the ñtech 

bubbleò burst. Probably not the 

best time to start a new  

tech - based business but it 

certainly provided a tremendous 

education for us.  2009 will present 

a plethora of business challenges 

a n d  m a y b e  a  f e w  k e y  

opportunities ð but we need the 

vision to benefit.  

What we did learn from our 

experience is that now, more than 

ever, businesses need to focus on 

three core areas: delivery, 

support, and service.  In an 

economic climate as challenging 

as today, the impulse is to cut 

headcount, trim expenses and 

hunker down ótil the storm passes. 

As a consumer, weôll get 

frustrated with our vendorsô 

service but chalk it up to layoffs, 

cut -backs, and worry. But the fact 

is, we will not be a repeat 

customer.   Successful businesses 

have seized these moments, 

stepped up their efforts and not 

only survived but actually realized 

growth.  Now is the opportunity to 

differentiate your business from 

the masses.  

As a partner investing in your 

success, IT Acceleration is 

committed to continue exceeding 

your expectations.  Remember 

that our 24/7 Help Desk is 

available whenever you need help.  

Together, weôll navigate the 

economic challenges and come 

out of this crisis stronger, more 

resilient, and ready to take 

advantage of the recovery ! 

Best wishes for a prosperous 

2009!  

Message from the President  

Our industry has evolved from 

Computer Forensics to Digital 

Forensics, due in part to the 

evolution of the cell phone ï also 

known as a mobile device.  

Blackberries, iPhones, and Palm 

devices have expanded to become 

handheld computers with real web 

browsing, fast Internet, and fully 

functional email.  In fact, when I 

am out of the office, I rarely take 

a laptop with me because my 

iPhone prov ides me w i th 

everything I need to stay 

connected to the office. Mobile 

device usage has exploded and 
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civil litigators should take notice. Not only are 

these devices an extension of the computer, but 

they also provide additional data such as text 

messages, photos, calls made and received, and 

get this (are you sitting down?), GPS tracking 

data of where you went and wanted to go.   

No doubt the iPhone Map application is a very 

cool tool with its auto GPS navigation, but we 

should be aware of the risks associated with 

technology and lawsuits ï itôs all potentially   

discoverable. For more information, please 

email forensics@itacceleration.com.  

Businesses are always looking for ways to get 

the word out.  Weôve adopted a standard 

method to promote IT Acceleration using 

normal day - to -day Outlook emailing activity.  

The secret is two - fold: signatures and contact 

records.  

In Outlook, email signatures are created via 

the menu Tools/Options/Mail Format.  Many 

businesses today use two versions of an email 

signature:  one for new emails with complete 

contact information including a tagline, 

benefits message, logo, and a legal disclaimer; 

and a second with limited information for 

replies and forwards to recipients who already 

know you. This information can be valuable for 

recipients so they do not need to look for 

specific contact information when reading your 

email.  

Also, by creating a personal Outlook contact, 

you can send your contact information as a 

ñvcard,ò making it easy for the recipient to add 

you to their contacts. But more importantly, 

you can market the business. The notes 

section within the contact record is an area 

where you can include company information. 

You can also insert your photo which will be 

displayed in emails. This personalizing can go a 

long way in getting the word out.  

If you need help formatting your email 

signature, call our Help Desk.  

Digital Forensics : continuedé       

IT Brain Dump : By Pete Gilmartin  

Tip to Remember:  

Donating or recycling computers and mobile 

devices to non -profit organizations is a great 

way to put old equipment to good use. 

However, it is important to take the extra step 

of deleting the data first. This is more involved 

than just clicking your ñdeleteò button.  

Be sure to contact an IT professional or 

reputable resource about properly wiping the 

data from your equipment before you donate 

it. Otherwise, the data may still be accessed, 

viewed, and used without your permission or 

knowledge. Remember: donating a computer 

without a hard drive is useless.  

IT Acceleration is currently working on a 

program for small businesses to donate their 

computers securely.  Stay tuned for details.  

Did You 

Know?  

As reported by ID Analytics ( www.idanalytics.com ), employees 

who have had their data stolen by a co -worker are 12 times more 
likely to be victims of  fraud than those who  have their data lost by 

accident (for e.g., missing laptop). Contact us now for  
information about our eRisk DefenderÊ product which can help 

prevent these incidents.  

http://www.idanalytics.com
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Question: What is spoliation?  

Fred:  In legal terms, spoliation is the negligent 

or intentional destruction or withholding of 

evidence relevant to litigation.  If the court rules 

a party is guilty of spoliation, they can lose the 

case, pay fines, and counsel may be in jeopardy 

of harsh sanctions.   

Spoliation has become the new wildcard in 

litigation.   In essence, if opposing counsel does 

not receive electronic evidence helpful to their 

case, allegations of spoliation may be filed.  Letôs 

address how to avert spoliation allegations in the 

first place through proper preservation efforts.  

The threat of litigation requires all parties to 

preserve all data relevant to the matter.  The IT 

department may need to stop processes that 

delete or overwrite data. Such tasks as data 

optimization, PC destruction, and over -writing 

backup tapes may need to be suspended.  Usersô 

computer hard drives should be forensically 

imaged as soon as possible to preserve data, 

including deleted items. This imaging process 

fulfills the legal preservation obligation. The 

images are securely preserved and available if  

litigation identifies them to be relevant. 

Forensically imaging relevant network folders is 

preferred to restoring data from tapes, since 

tapes can be unreliable and are costly to restore, 

in contrast to imaging.  Email capture and 

ongoing collection should be considered, if 

appropriate.  

Itôs up to counsel to partner with the right team 

to define the scope of preservation ï then 

execute it. Donôt let spoliation lose a winnable 

case.  

Case Study: The plaintiff and defendant were 

friendly colleagues, but the plaintiff was angered 

over a workplace dispute. A sexual harassment 

lawsuit was then filed.  The defendant stated the 

ongoing relationship with the plaintiff was 

friendly, flirtatious, and consensual.  

Facts:  The defendant produced an electronic 

version of an email showing flirtatious banter 

from the plaintiff. Plaintiff produced a hardcopy 

of the same email which did not include the 

flirtatious content.  The defendant stated the 

plaintiffôs version of the  email was ñdoctoredò 

before it was printed.  

Technical Insight: More so than other 

electronic documents, emails can contain a 

wealth of communication information. 

Timestamps, the path the email took, and the 

authenticity of the email itself can definitively 

validate or refute a story.    

How we did it:  Forensically, IT Acceleration 

was able to recover the original electronic 

version of the  email, which contained the 

flirtatious content, from the plaintiffôs work 

computer.  

This forensic evidence clearly showed a sent 

email from the plaintiff, which contained the 

flirtatious content missing from the hard copy 

version. The sender and recipient versions were 

validated to be within seconds of each other and 

sent during normal business hours.  Other work 

uniquely identified to be the plaintiffôs was also 

performed on the computer at this time.  This 

further validated the plaintiff was in control of 

the keyboard at the time the email was sent.  

The suit settled favorably for the defendant after 

plaintiffôs counsel was presented with the 

damaging evidence.  

 

Ask the Expert  

How we did it...  By Joseph Baxter, CCE  

By  Fred Munizza, CCE   

About Us  
IT Acceleration, Inc. is a consulting firm whose core competency in 

Information Technology Support & Management enables us to offer 
an added level of expertise in our Digital Forensics & Electronic  

Discovery services. This combination dovetails into our  
eRisk DefenderÊ offering which helps protect organizations against 

electronic risk threats. View www.ITAcceleration.com.  
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         Contact us now:  

           Call 610 - 995 - 9160  

           Option #1 Help Desk  

           Option #2 Forensics  

           Option #4 General  

 

    Email info@ITAcceleration.com  

    View www.ITAcceleration.com  

David Yarnall, President of IT Acceleration, 

is scheduled to speak at these events:  

Å Network of Women in Computer 
Technology,  Annual  Saturday  

Seminar on March 28 in Philadelphia. 

David will make a presentation to  

in -house IT Directors, from a broad  

array of companies, on the topic of 
ñElectronic Risk in the Workplace.ò  

Å Philadelphia Paralegal Litigation 

Committee on March 31. David will 

speak on ñElectronic Discovery: What 

Occurs Before Your Document Review.ò 

Å RI MS An n u a l  Con fe rence  &  
Exhibition  on April 22 in Orlando 

(RIMS.org). David has organized a  

session panel titled ñElectronic Data + 

Employees = Recipe for Disaster.ò  Also, 

he will participate on the panel to  
discuss ñDefining Electronic Risk.ò  

 

Be Green. ñOpt Inò  at 

www.ITAcceleration.com  

to receive an electronic  

version of our newsletter.  


